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Downloading VPN client

You can download the VPN client from https://www.forticlient.com/downloads



https://www.forticlient.com/downloads

Install & configure Linux

1. Add repository and install from https://www.forticlient.com/repoinfo
2. Install package net-tools command is sudo apt install net-tools
3. Run forticlient
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License
End User License Agreement for FortiClientSSLVPN
Fortinet Inc.
FortiClientSSLVPN (TM) License Agreement
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f°r‘}< This End User License Agreement (EULA) is an agreement

LIS between you (either an individual or a single entity) and

LCIRa¥d Fortinet, Inc. ("Fortinet"), which covers your use of the Fortinet

h{Jlata software product that accompanies this EULA and related

M@ 384 software components, which may include associated media,

i’]aatd printed materials, and "online” or electronic documentation.

[ matd All such software and materials are referred to herein as the

[ e et Software Product.”
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Py eka A software license and a license key or "unlock code”

("software Product License"), issued to a designated user only

by Fortinet or its authorized agents, is required for each
omputer on which the Software Product is loaded. If you do

not agree to the terms of this EULA, then do not install or use

the Software Product or the Software Product License. By

explicitly accepting this EULA or by installing, copying,

downloading, accessing, or otherwise using the Software

Product and/or Software Product License, you are i L. .

[CLETS - cknowledging and agreeing to be bound by the following iitd/.config/ibus/bus i

ERUN terms and conditions of use:

slvpn/
n$ ls
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n$ sudo ./fortisslvpn.s

1. Grant of Non-Exclusive License.

1.1 Grant of License. Fortinet grants to you the non-exclusive,
non-transferable right to use the Software Product on a single
computer running a validly licensed copy of the operating
system For which the Software Product was designed pursuant
to a Software Product License for free for a period of up to
thirty (30) days ("Free Trial Period"). After expiration of the

4. In next prompt press Settings
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forticlientsslvpn/32bit/helper/subproc
forticlientsslvpn/32bit/helper/cleanup.linux.sh
forticlientsslvpn/32bit/helper/showlicense
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Connection: default

User:

Password:

Certificate:

(showlicense Passward:

s not root!
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5. Select default and enter server detail as vpn.iiitd.edu.in and press Done


https://www.forticlient.com/repoinfo
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forticlieptasliy
i Settings

Global settings
| Keep connection alive until manually stopped
| Start connection automatically

Proxy:

User:

Password:

Connection Profiles
./fortisslvpn.s

nfig/ibus/bus i

(forticli Password: td/.(onﬁg/ibus‘

‘bus is 1 |
Certificate: I

Password:

1. Enter you domain username and password and press connect

FortiClient SSLVPN

forticlientsslvpn/32bit/helper/subproc
forticlientsslvpn/32bit/helper/cleanup.linux.sh
forticlientsslvpn/32bit/helper/showlicense
forticlientsslvpn/32bit/helper/setu i

forticlientss? Ibidabial

o)
\ forticlients FortiClient SSLVPN
é forticlientss file Help
forticlients
| forticlientss
‘ forticlientsy

forticlientss

forticlientsy Server: vpn.iiitd.edu.in
iiitdeiiitd- e =
ilitd@iiitd-H SEE bhawani

Connection: default

- Password:

ﬁ_ iiitd@iiitd-H udo ./fortisslvpn.s
h Certificate:

(showlicense ] Password: i/ .config/ibus/bus 1

s not root!

Settings...
(forticlients g /'\ﬁtd/.conﬁg/ibus‘
‘bus is not r |

2. It will throw an error for certificate press Continue.



FortiClient SSLVPN
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forticlientsslvpn/32bit/helper/subproc
forticlientsslvpn/32bit/helper/cleanup.linux.sh
forticlientsslvpn/32bit/helper/showlicense
forticlientsslvpn/32bit/helper/setup.linux.sh
forticlientssiueataabibitbalaastfe =
forticlientss

forticlientss Fijle Ip

forticiionc.
forticlients

forticlient

forticlient]
The certificate for the SSLVPN server is invalid.
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You are connecting to an untrusted server. which could put your do ./fortisslvpn.s
confidential information at risk. Would you like to connect to
this server?

.config/ibus/bus i
s not root! Show Certificate Cancel

(forticlien| Littd/.config/ibus‘
‘bus is not |
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3. After connection it will show Tunnel running

FortiClient SSLVPN B & ¢) so2em

forticlientsslvpn/32bit/helper/subproc
forticlientsslvpn/32bit/helper/cleanup.linux.sh
forticlientsslvpn/32bit/helper/showlicense
forticlientsslvpn/32bit/helper/set
forticlientssiusaiaabibibalaastfas

forticlientss

forticlientss File Help

fortiction:. T
forticlients

forticlient Connection status

Connection: default

Server: https://vpn.iiitd.edu.in:10443/

1litd@iiitd eIy do ./fortisslvpn.s
h
Receive bytes:  171.716K

(showlicens Sendbytes: 33756k .config/ibus/bus i
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After connecting to VPN you can access intranet servers and services.



Download, Install & configure [Mac OSX & Windows 10]

1. Download Forticlient for your OS from http://forticlient.com/
2. Run the downloaded file, it will download installation files from internet.
3. Following dialog box will appear accept license and click on Next

FortiClientSetwp | o| B (|25

Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

4. Select VPN Only in next dialog box

—— = -
Choose Setup Type - -
Choose the setup type that best suits your needs = =

Complete l
All Endpoint Security and VPN components will be installed.

onents {(IPsec and SSL) will be installed.

Back I Mext l Cancel I



http://forticlient.com/

5. Click Install on next dialog box

Ready to install FortiClient T

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.




7. Start the VPN client and click on Configure VPN

(2 FortClent ===
File Help
. FortiClient Console =

Compliance
Not Participsting
-;l Remote Access
Ll No VPN Connected

Configure VPN

8. Add configuration as in below screenshot. Then press Apply and Close

i

File Help

2 New VPN > ! New VPN Connection
=T Psecven

Connection Name
IIITDVPN

Description

3 Remote Gateway
vpn.iiitd.edu.in Customize port 10443

Authentication
@® Prompt on login () Save login

[T] cClient Certificate

[] Do notWarn Invalid Server Certificate

O |




9. Enter you domain username and password and press connect

&2 Fortilient
File Help

FortiClient Console
C li
Soowbie

E‘ Remote Access
" No VPN Connected

L ITDVPN -,

| 2 bhawani |

| essscesssesss |

10. It will show Bytes sent and Bytes received

e ==
File Help

FortiClient Console -

Compliance
Mot Participating

! | IIITDVPN
Remote Access r ﬂ
Qﬂ VPN Connected —ssL 10.212.134.101
(=~ Duration 00:00:30
=] Bytes Received 29.47 KB
[+ Bytes Sent 0.16 MB
Disconnect

-

After connecting to VPN you can access intranet servers and services.
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Accessing servers via IP address which have IP address 192.168.1.X

Due to subnet overlapping server’s real IP addresses are mapped with Virtual IPs (VIPs)

So for E.g. => You want to access intranet server via IP having IP address 192.168.1.10 you
need to access it via 1.1.1.10

Ping 1.1.1.10

Following is the mapping of IP to VIPs

IP Address Virtual IP(VIPs)
192.168.1.1 1.1.1.1
192.168.1.2 1.1.1.2
192.168.1.3 1.1.1.3
192.168.1.4 1.1.1.4
192.168.1.X 1.1.1.X

Troubleshooting

1. Sometimes VPN doesn’t connect whenever we press connect
button it automatically stops. Please make sure fortissl adaptor is
installed as below screenshot

M =
@vv| 5' » Control Panel » Network and Internet » Network Connections » -~ | 5 l | Search Network Connections e |
Organize ¥ Eleiew 1 @
fortissl .- Local Area Connection .- Local Area Connection 2
M= _ Network Mu¥  Network cable unplugged
a @> Realtek RTL8168D/8111D Family P... 3§ @E> Fortinet virtual adapter

L ox Host-Only Network .‘. VMware Network Adapter VMnetl L‘. VMware Network Adapter VMnet8

M= _ Disabled ==~ _ Enabled == _ Enabled

@~ VirtualBox Host-Only Ethernet Ad... @@= VMware Virtual Ethernet Adapter ... W= VMware Virtual Ethernet Adapter ...
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2. VPN connection stucks at 98%

You can refer troubleshooting steps on
http://kb.fortinet.com/kb/documentLink.do?externallD=FD36630



http://kb.fortinet.com/kb/documentLink.do?externalID=FD36630

